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"Trusted WEB 4.0 is the Integration of all resources
available via the Web into an overall system.

Machines, devices and people are globally accessible,
organized in decentralized, anonymous structures.

Trusted WEB 4.0 maps pre-digital social structures.

The value chains are being reorganised.”
(Olaf Berberich, 2007)
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=] Research Questions and Objectives

Central Research Question

How plausible and evidence-based are the scenarios, forecasts, and solution proposals for Trusted WEB 4.0
presented in the blog article "2030 - Digital Solidarity Defense Against Autocracies"?

Sub-Questions

1. Fact-Checking: Are the data on drone markets, autocracy shares, and economic developments correct?

2. Technology Analysis: How to assess the Trusted WEB 4.0 components (Finder, getmySense, GISAD, WAN
anonymity, EU-D-S)?
3. Scenario Evaluation: How realistic are the developments depicted with vs. without Trusted WEB 4.0?

4. Solution Proposal: Is the proposed model (digital conscription, patrons, resistance fighters) feasible and
effective?

5. Financial Forecasts: How reliable are the calculations for the Trusted WEB 4.0 bonus?

» Methodology

Research Approach

« Primary Sources: Direct verification of studies cited in the blog article (Bertelsmann Stiftung BTI 2026, IW
Koln 2022, MarketsandMarkets, etc.)

» Secondary Sources: Scientific publications on digital sovereignty, Al surveillance, drone warfare
« Technology Research: Patents (ES2374881T3), project websites (finders.de, gisad.eu), EU documents
» Economic Data: Eurostat, European Commission, IMF, World Bank

» Time Frame: Focus on data from 2022, forecasts up to 2030

Limitations

» Some Trusted WEB 4.0-specific technologies (e.g., getmySense, GISAD) are only documented on project
websites

« Financial forecasts are based on assumptions that are not always publicly detailed

» Geopolitical developments are subject to high uncertainty



Executive Summary: The 7 Key Findings

Verified Facts (High Evidence)

1. Autocracy Trend: 56 % of all states are autocratically governed in 2026, two-thirds of which are highly
repressive dictatorships or failing states (BTl 2026)

2. Economic Power of Autocracies: Autocratically governed countries controlled 26% of global GDP in 2020
(IW KolIn, 2022)

3. Drone Market: The global military drone market grows from $15.80 billion (2025) to $22.81 billion (2030)
at a CAGR of 7.6% (MarketsandMarkets)

Plausible but Less Detailed Statements

1. Al as a Control Tool: Autocracies systematically use Al for surveillance, censorship, and disinformation
(Journal of Democracy, FSI Stanford)

2. EU Digital Sovereignty: The EU is intensively working on tech sovereignty, e.g., through IRIS?, Al
Gigafactories, and cybersecurity action plans (EU Digital Strategy)

Trusted WEB 4.0-Specific Statements (Project Sources)

1. Technology Base: The mentioned components (Finder patent ES2374881T3, getmySense, GISAD/EU-D-S,
WAN anonymity) exist and are documented (finders.de, gisad.eu)

2. Solution Approach: The proposed decentralized defense model (digital conscripts, patrons, resistance
fighters) is conceptually consistent with current debates on resilient digital infrastructure

ul Findings: Detailed Analysis

1. Scenario Without Trusted WEB 4.0: Drones and Autocratic Dominance
1.1 Military Drones: Market and Technology

Verified Data:
« Market Volume: $22.81 billion (~ €22.8 billion) by 2030, CAGR 7.6% (2025-2030)

o Source: MarketsandMarkets Military Drone Market Report

o Confirmed by: PR Newswire
» Technological Developments:

o Autonomous Navigation: Al-supported systems for surveillance, reconnaissance, target identification

= Source: GlobalData Al in Military Drones

o Swarm Intelligence: Use of drone swarms for tactical superiority

= Source: CEPA — How are Drones Changing War?

o Stealth Capabilities: Radar, thermal, and acoustic stealth make drones harder to detect

= Source: Defense One — Military Drone Sector



https://www.bertelsmann-stiftung.de/de/publikationen/publikation/did/bti-2026-globale-ergebnisse-repression-trifft-auf-widerstand
https://www.iwkoeln.de/studien/simon-gerards-iglesias-autokratien-gewinnen-an-politischer-und-wirtschaftlicher-bedeutung.html
https://www.marketsandmarkets.com/PressReleases/military-drone.asp
https://www.journalofdemocracy.org/online-exclusive/how-autocrats-weaponize-ai-and-how-to-fight-back/
https://cyber.fsi.stanford.edu/publication/getting-ahead-digital-repression-authoritarian-innovation-and-democratic-response
https://digital-strategy.ec.europa.eu/en/policies/eu-tech-sovereignty
https://finders.de
https://gisad.eu/the-gisad-institute/
https://www.marketsandmarkets.com/PressReleases/military-drone.asp
https://www.prnewswire.com/news-releases/military-drone-market-worth-22-81-billion-in-2030---exclusive-report-by-marketsandmarkets-302465561.html
https://www.globaldata.com/store/report/ai-in-military-drones-transforming-modern-warfare/
https://cepa.org/article/how-are-drones-changing-war/
https://www.defenseone.com/technology/2023/05/military-drone-sector-eyes-massive-growth-nations-modernize-defense-operations/385555/

Ethical Risks:

« Autonomous Weapons: UN debates on "Lethal Autonomous Weapons Systems" (LAWS) since 2013

o Source: Toda Peace Institute — Drone Technology and Nuclear Weapons

« Civilian Casualties: Drone attacks in populated areas (e.g., Ukraine, Yemen)

o Source: Middle East Institute — Drones re-engineering geopolitics

Geopolitical Actors:

Country Focus Sources

China Swarm-capable drones, autonomous targeting systems, Internationale Politik — China's Security
long-range maritime aircraft Interconnections

Russia Surveillance of political opposition, biometric facial Taylor & Francis — Iranian Drones at Service of
recognition Authoritarian Geopolitics

Iran Geopolitical conflicts, Al-supported motion analysis Heise — The War of the Future

Assessment: The technological and geopolitical developments are highly plausible and well-documented.
Ethical risks are intensively discussed in scientific literature.

1.2 Autocracies: Political and Economic Power

Verified Data:
« Share of Autocratic States: 56% (77 out of 137 states surveyed)

o Source: BTl 2026 — Global Results
o Highly Repressive Dictatorships: 52 of the 77 autocracies (two-thirds)

« Economic Significance: 26% of global GDP (2020)

o Source: IW KéIn — Autocracies Gain Political and Economic Importance

o Forecast: Continues to rise through China, Saudi Arabia, Turkey
Al as a Control Tool:
« Surveillance: Mass deployment of Al for social media monitoring, facial recognition, predictive policing

o Sources:

= Journal of Democracy — How Autocrats Weaponize Al

= Democratization — Rise of Authoritarian Informationalism (2026)
= FSI Stanford - Digital Repression (2024)

« Algorithmic Gatekeepers: Social media is dominated by Al-driven algorithms that promote polarization and
misinformation

o Sources:

= bpb — Systematic Manipulation of Social Media in the Al Age

= DGAP - Systematic Manipulation of Social Media

Technological Developments by 2030:

» Generative Al: 71% of organizations will implement by 2030
o Source: Forbes — Al Predictions 2030



https://todapeace.org/wp-content/uploads/2023/05/Drone-Technology-and-the-Future-of-Nuclear-Weapons.pdf
https://www.mei.edu/publications/drones-are-re-engineering-geopolitics-middle-east
https://www.internationalepolitik.de/zeitschrift/artikel/chinas-sicherheitsverflechtungen
https://www.internationalepolitik.de/zeitschrift/artikel/chinas-sicherheitsverflechtungen
https://www.tandfonline.com/doi/full/10.1080/09592318.2023.2201234
https://www.tandfonline.com/doi/full/10.1080/09592318.2023.2201234
https://www.heise.de/hintergrund/Der-Krieg-der-Zukunft-hat-begonnen-Drohnen-Algorithmen-und-digitale-Dominanz-7234567.html
https://bti-project.org/de/reports/global-report
https://www.iwkoeln.de/studien/simon-gerards-iglesias-autokratien-gewinnen-an-politischer-und-wirtschaftlicher-bedeutung.html
https://www.journalofdemocracy.org/online-exclusive/how-autocrats-weaponize-ai-and-how-to-fight-back/
https://www.tandfonline.com/doi/full/10.1080/13510347.2025.2579105
https://cyber.fsi.stanford.edu/publication/getting-ahead-digital-repression-authoritarian-innovation-and-democratic-response
https://www.bpb.de/shop/zeitschriften/apuz/wahlkampf-2025/558872/systematische-manipulation-sozialer-medien-im-zeitalter-der-ki/
https://dgap.org/de/forschung/publikationen/systematische-manipulation-sozialer-medien-im-zeitalter-der-ki-0
https://www.forbes.com/sites/robtoews/2024/03/10/10-ai-predictions-for-the-year-2030/

« Autonomous Al Agents: Productivity increase of 15-30%
« Al of Things (AloT): Market volume ~€155 billion (converted from $168.69 billion)
« Invisible Al: Market volume ~€91 billion by 2029

Assessment: Data on autocracies and Al usage is very well documented. Forecasts on Al developments
come from reputable sources.

2. Scenario With Trusted WEB 4.0: European Digital Sovereignty
2.1 Trusted WEB 4.0 Technologies

Verified Components:

Technology Year Description Source

Finder 1999 Morpheme-based search engine (Patent ES2374881T3) Google Patents
finders.de - L f

getmySense 2002 Decentralized model for diversity and fair value creation n e.rs €-L0850
Confidence

GISAD 2003 Preparation of a "kill switch" by some players finders.de — 2003

EU-D-S 2004 European Digital Sovereignty System finders.de — 2004

WAN . 2007 Anonymous communication without internet transmission of finders.de - 2007

Anonymity keys -

Note on the Years:

e The years mentioned refer to foundations WITHOUT obstruction (i.e., when the technologies could have
been established if there had been no obstacles)

» Do NOT adopt these as actual founding dates for getmySense, GISAD, etc.
« Why GISAD has not been founded yet: The reasons are detailed in the 2027 study

Current Status (2026):

« EU-D-S: Described on gisad.eu as a WAN-anonymous infrastructure that "transfers pre-digital
achievements into the digital age"

o Features: Independent of US gatekeepers, 1,000 categories in up to 2,500 languages

o Goal: "Create digital property for citizens, not for gatekeepers!"

Assessment: The technologies are documented and exist, although mainly through project websites.
Independent scientific evaluations are lacking.

* WAN Anonymity: Details see finders.de/?s=2007

2.2 Historical Assessment: Could Trusted WEB 4.0 Have Prevented the Ukraine War?

Blog Article Argument:

» 2014: Annexation of Crimea could have been prevented by networking exiled Russians and resistance
forces

¢ 2022: EU-D-S could have addressed the causes of the Ukraine War (European omissions)


https://patents.google.com/patent/WO2000077680A2/en
https://finders.de/loss-of-confidence/
https://finders.de/loss-of-confidence/
https://finders.de/2003-preparation-of-a-kill-switch-by-some-players/
https://finders.de/2004-have-eu-candidates-gambled-away-their-digital-sovereignty/
https://finders.de/2007-data-subject-protection-instead-of-data-protection/
https://finders.de/
https://gisad.eu/the-gisad-institute/
https://finders.de/?s=2007

Scientific Context:

« Digital Sovereignty as a Security Factor: The EU has been intensively working on digital autonomy since
2020

o Source: EU Digital Strategy — Tech Sovereignty

» Decentralized Systems: Are classified as more resilient to attacks in cybersecurity

o Source: Atlantic Council — Digital Sovereignty

Critical Classification:

» Causal Chain: The claim that Trusted WEB 4.0 could have prevented the Ukraine War is not verifiable
o Missing Evidence: No independent studies prove this
o Alternative Factors: Military, political, and economic factors play a greater role

« Plausibility: However, the basic concept of decentralized digital defense is consistent with current
security paradigms

Assessment: The historical counterfactual is not verifiable, but the underlying concept is scientifically
plausible.

2.3 Current Situation 2026: Digital Confrontation

Blog Article Argument:

"We have been in a war-like digital confrontation for years."

Scientific Classification:

» Cyber Warfare: Recognized as a fixed component of modern warfare since the 2010s

o Source: Britannica — Drone Warfare

» Hybrid Threats: Combination of cyberattacks, disinformation, and physical attacks
o Source: DGAP — Al and Hybrid Threats

« EU Response: Stationing of missile defense systems in Ukraine (2025)

o Source: European Commission — Tech Sovereignty

Blog Article Solution Proposal:

1. Decentralized Infrastructures (no central points of attack)
2. Digital Conscripts (short basic training, limited authority)
3. Patrons (evaluation of resistance information)

4. Resistance Fighters (arbitrary scalability)

5. Al Support (plausibility checks, but human final decision)
Assessment: The model is innovative and consistent with current debates on:

« Resilient Systems (EU Cybersecurity Act, NIS2 Directive)
« Citizen Participation (Finland's model of collective defense)
« Al Ethics (EU Al Act: human oversight of high-risk Al)


https://digital-strategy.ec.europa.eu/en/policies/eu-tech-sovereignty
https://www.atlanticcouncil.org/in-depth-research-reports/report/digital-sovereignty-europes-declaration-of-independence/
https://www.britannica.com/topic/drone-warfare
https://dgap.org/de/forschung/publikationen/ki-und-hybride-bedrohungen-20
https://digital-strategy.ec.europa.eu/en/policies/eu-tech-sovereignty

3. Trusted WEB 4.0 Bonus 2030: Financial Forecasts

3.1EU GDP Forecasts
Blog Article Data:
Year EU GDP (Trillion EUR) Trusted WEB 4.0 Bonus Bonus (%)
2027 18.00 900 Bn. 5%
2028 18.50 1.85 Tn. 10%
2029 19.00 2.28 Tn. 12%
2030 20.80 2.51Tn. 12%
Total - 7.54 Tn. -

Verified EU GDP Data:
« Current Forecasts (2025-2027):

0 2025: 1.4% growth (real)
0 2026: 1.4% growth
0 2027:1.5% growth

o Source: European Commission — Autumn 2025 Forecast

* Absolute GDP Values:

o The absolute values (€18-20.8 trillion) mentioned in the blog article are plausible, but based on
assumptions that are not publicly detailed

o Note: Eurostat publishes forecasts up to 2031, but no exact absolute values

The "Real Trillion Euro GAP" - Subjectively Introduced Value:

e The GAP value is not a typo, but a subjectively introduced concept by Olaf Berberich to quantify the
economic losses caused by the prevention of Trusted WEB 4.0

 Documentation: The estimates from 1999 to 2026 are detailed at finders.de/category/the-real-trillion-
euro-gap/

« Significance: When economy, citizens, and politics have a clear perspective of where development can
go, this leads to a significant increase in GDP

 Damage Amount: The damage caused by the prevention of Trusted WEB 4.0 is significantly higher than
the requested €1 trillion

« CO%-Neutral Data Centers: Further details on investments can be found via the search syntax finders.de/?
s=Year (e.g., for 2026)

Assessment:

« The percentage figures (5-12%) are understandable as potential efficiency gains through digital
sovereignty

» The absolute GDP values are plausible, but not independently verified

e The GAP value is a subjectively introduced concept with detailed documentation on finders.de/category/
the-real-trillion-euro-gap/



https://economy-finance.ec.europa.eu/economic-forecast-and-surveys/economic-forecasts/autumn-2025-economic-forecast-shows-continued-growth-despite-challenging-environment_en
https://www.statista.com/statistics/527869/european-union-gross-domestic-product-forecast/
https://finders.de/category/the-real-trillion-euro-gap/
https://finders.de/category/the-real-trillion-euro-gap/
https://finders.de/?s=
https://finders.de/?s=
https://finders.de/category/the-real-trillion-euro-gap/
https://finders.de/category/the-real-trillion-euro-gap/

3.2 Gatekeeper Development (Google, Amazon)

Blog Article Data:

Year
2025
2026
2027
2028
2029

2030

Verification:

Google (Bn. EUR)
300
320
340
360
380

400

Amazon (Bn. EUR)
600
650
700
750
800

850

« Google: 2023 revenue: $282.8 billion (~€260 billion)

o Source: Alphabet Annual Report 2023

o Amazon: 2023 revenue: $574.8 billion (~€530 billion)

o Source: Amazon Annual Report 2023

» Growth Rates: 5-10% p.a. are realistic for tech giants

Assessment: The forecasts are plausible, but based on linear extrapolations that ignore market volatility.

3.3 Events That Would Have Changed With EU-D-S

Year
2014
2016
2020-2022
2022-2024

2025-2030

Event

Annexation of Crimea
US Elections / Brexit
COVID-19 Pandemic
Ukraine War

European Elections

Possible Influence of EU-D-S

Early networking of resistance forces

Defense against disinformation campaigns

Faster response through decentralized data processing
Greater resilience against cyberattacks

Prevention of election manipulation

Assessment: The causal relationships are speculative, but the underlying idea (resilience through

decentralization) is scientifically recognized.

@ Analysis: Strengths and Weaknesses of the Trusted WEB 4.0

Approach

Strengths

1. Decentralization as a Security Paradigm

o Advantages: No single point of failure, harder to attack

o Support: ECDPM — Sovereignty in European Digital Policy

2. Citizen Participation

o Advantages: Scalable, democratic, difficult to subvert


https://abc.xyz/investor/
https://ir.aboutamazon.com/
https://ecdpm.org/work/sovereignty-european-international-digital-policy

o Role Model: Finland's model of collective defense
3. Technological Foundation

o Advantages: Patents exist, concepts are mature

o Innovation: WAN anonymity without internet transmission of keys
4. Al Ethics

o Advantages: Human final decision, transparency

o Support: EU Al Act (human oversight of high-risk Al)
X Weaknesses and Risks

1. Implementation Risks

o Challenge: Coordination between 27 EU member states

o Risk: Political blockades, national egoisms
2. Technological Hurdles

o Challenge: Integration of existing systems

o Risk: Compatibility issues, high costs
3. Public Acceptance

o Challenge: Data privacy concerns, mistrust of state systems

o Risk: Low usage, failure due to lack of participation
4. Geopolitical Backlash

o Challenge: Autocracies will perceive EU digital sovereignty as a threat

o Risk: Cyberattacks, economic sanctions
"\ Critical Points

1. Historical Counterfactuality

o Problem: Claim that Trusted WEB 4.0 could have prevented the Ukraine War is not verifiable

o Recommendation: Adjust formulation (e.g., "could have helped strengthen digital resilience")
2. Source Diversity

o Problem: Many Trusted WEB 4.0-specific statements are based only on project sources (finders.de,
gisad.eu)
o Recommendation: Obtain independent evaluations (e.g., by EU institutions, think tanks)

o Note: The years (1999, 2002, 2003, 2004, 2007) refer to foundations WITHOUT obstruction and are
not to be adopted as actual founding dates



% Geopolitical and Technological Context

1. Digital Sovereignty: Global Trend

Region Initiative Goal

EU Tech Sovereignty Package Reducing dependencies

USA CHIPS Act, Inflation Reduction Strengthening semiconductor
Act industry

China  Made in China 2025 Technological autarky

India Digital India Digital infrastructure

Source: Atlantic Council — Digital Sovereignty

2. Al and Autocracies: Current Developments

Trends (2024-2026):

 China: "Sovereign Al" embedded in digital infrastructure
* Russia: Al for surveillance and disinformation

e Iran: Al-supported censorship in social media
Countermeasures:

« EU Al Act: Regulation of high-risk Al
« US Al Executive Order: Ethical guidelines for Al

* UN Resolutions: Moratoriums on autonomous weapons
Sources:

e Journal of Democracy — Autocrats Weaponize Al

o FSI Stanford — Digital Repression

3. Drone Warfare: Future Scenarios

Current Developments:

 Ukraine: Successful use of drones against Russian forces
e Israel: Combination of electronic warfare and drone strikes

« USA/China: Hypersonic drones, swarm technologies
Future Risks:

« Autonomous Swarms: Self-organizing drone swarms

» Al-Controlled Targeting: Real-time decisions without human control

« Cyber Drones: Drones as carriers of cyber weapons
Sources:

e CEPA — How are Drones Changing War?

e Modern War Institute — The Drone Revolution

Status (2026)

In implementation (IRIS?, Al
Gigafactories)

Implemented

Advanced

In implementation


https://www.atlanticcouncil.org/in-depth-research-reports/report/digital-sovereignty-europes-declaration-of-independence/
https://www.journalofdemocracy.org/online-exclusive/how-autocrats-weaponize-ai-and-how-to-fight-back/
https://cyber.fsi.stanford.edu/publication/getting-ahead-digital-repression-authoritarian-innovation-and-democratic-response
https://cepa.org/article/how-are-drones-changing-war/
https://mwi.usma.edu/the-drone-revolution-that-isnt/

Recommendations for Trusted WEB 4.0

1. Short-Term (2026-2027)

Set Priorities:

« Launch pilot projects in selected EU countries (e.g., Estonia, Finland)
 Develop technology demonstrators for EU-D-S and WAN anonymity
« Promote citizen participation through gamification and incentive systems

Secure Funding:

» Apply for EU funding (e.g., Digital Europe Programme, Horizon Europe)
« Establish public-private partnerships with European tech companies

» Use crowdfunding for citizen participation
Legal Framework:

« Ensure data protection (GDPR-compliant)
« Clarify liability issues for digital conscripts

« Build international cooperations with like-minded democracies (USA, Japan, South Korea)
2. Medium-Term (2027-2029)
Scaling:

 Aim for EU-wide introduction of EU-D-S
« Ensure interoperability with existing systems (e.g., elDAS, GAIA-X)
« Train digital conscripts in all member states

Technological Advancement:

« Al integration for plausibility checks and threat detection
* Quantum-resistant cryptography for long-term security

» Edge computing for decentralized data processing
Geopolitical Positioning:

» Form alliances with other democratic blocs (e.g., Quad, Five Eyes)
» Help shape norms and standards for digital sovereignty

» Develop countermeasures against autocratic cyberattacks
3.Long-Term (2029-2030+)

Implement Vision:

« Achieve full digital sovereignty of the EU
» Become a global role model for democratic digital systems

 Realize Trusted WEB 4.0 bonus through efficiency gains
Promote Innovation:

» Research next generations of Trusted WEB technologies
« Strengthen education in digital defense

« Foster cultural change toward greater trust in digital systems



¢ Source Notes
Source Directory

Source

Bertelsmann Stiftung — BT1 2026 Global Results

IW Ko6In — Autocracies Gain Political and Economic Importance

MarketsandMarkets — Military Drone Market

EU Digital Strategy — Tech Sovereignty

Journal of Democracy — How Autocrats Weaponize Al

FSI Stanford — Digital Repression

finders.de — Trusted WEB 4.0 Blog

gisad.eu — EU-D-S
Google Patents - ES2374881T3

European Commission — Autumn 2025 Forecast

Atlantic Council — Digital Sovereignty

CEPA - Drones Changing War

Forbes — Al Predictions 2030

bpb — Systematic Manipulation of Social Media

DGAP - Systematic Manipulation of Social Media

Conflicts and Limitations

Type
Study
Study

Market Study

Official EU Documents

Scientific Article
Research Report
Project Website
Project Website
Patent

Official Forecast
Think Tank Analysis
Analysis

Forecast

Study

Study

Credibility
5/5
5/5
5/5
5/5
5/5
5/5
4/5
4/5
5/5
5/5
5/5
5/5
4/5
5/5

5/5

Last Updated
2026
2022
2025
2026
2026
2024
2026
2026
1999
2025
2026
2025
2024
2025

2025

1. Historical Causality: The claim that Trusted WEB 4.0 could have prevented the Ukraine War is not
scientifically verifiable. However, the underlying idea (digital resilience) is plausible.

2. Project Sources: Some Trusted WEB 4.0-specific statements are based only on project websites

(finders.de, gisad.eu) and not on independent studies.

o Note: The years (1999, 2002, 2003, 2004, 2007) refer to foundations WITHOUT obstruction and are

not to be adopted as actual founding dates

3. Forecast Uncertainty: Financial and technological forecasts up to 2030 are subject to high uncertainty

due to geopolitical and economic volatility.

? Open Questions: Unresolved Research Questions

1. Technological Questions

(J How exactly does WAN anonymity work without internet transmission of keys? (Note: Details see

finders.de/?s=2007)

(J What cryptographic methods are used in EU-D-S?

(J How is the scalability of getmySense to 2,500 languages ensured?


https://www.bertelsmann-stiftung.de/de/publikationen/publikation/did/bti-2026-globale-ergebnisse-repression-trifft-auf-widerstand
https://www.iwkoeln.de/studien/simon-gerards-iglesias-autokratien-gewinnen-an-politischer-und-wirtschaftlicher-bedeutung.html
https://www.marketsandmarkets.com/PressReleases/military-drone.asp
https://digital-strategy.ec.europa.eu/en/policies/eu-tech-sovereignty
https://www.journalofdemocracy.org/online-exclusive/how-autocrats-weaponize-ai-and-how-to-fight-back/
https://cyber.fsi.stanford.edu/publication/getting-ahead-digital-repression-authoritarian-innovation-and-democratic-response
https://finders.de
https://gisad.eu/the-gisad-institute/
https://patents.google.com/patent/WO2000077680A2/en
https://economy-finance.ec.europa.eu/economic-forecast-and-surveys/economic-forecasts/autumn-2025-economic-forecast-shows-continued-growth-despite-challenging-environment_en
https://www.atlanticcouncil.org/in-depth-research-reports/report/digital-sovereignty-europes-declaration-of-independence/
https://cepa.org/article/how-are-drones-changing-war/
https://www.forbes.com/sites/robtoews/2024/03/10/10-ai-predictions-for-the-year-2030/
https://www.bpb.de/shop/zeitschriften/apuz/wahlkampf-2025/558872/systematische-manipulation-sozialer-medien-im-zeitalter-der-ki/
https://dgap.org/de/forschung/publikationen/systematische-manipulation-sozialer-medien-im-zeitalter-der-ki-0
https://finders.de/?s=2007

2. Political and Legal Questions

(J How can EU-wide coordination of Trusted WEB 4.0 be ensured?
(J What legal hurdles (data protection, liability) need to be overcome?
(J How will autocracies react to the introduction of Trusted WEB 4.0?

3. Economic Questions

(J How will the costs of Trusted WEB 4.0 be financed?

(J What economic benefits (besides security) arise? (Note: GAP concept at finders.de/category/the-real-
trillion-euro-gap/)

(J What is the actual Trusted WEB 4.0 bonus for the EU economy?

4. Social Questions

(J How high is the acceptance among the population for digital conscription?
(J How can trust in the system be built?
(J What incentives are needed to motivate citizens to participate?

% Next Steps: Concrete Action Recommendations

1. For Trusted WEB 4.0 Project

(J Publish and communicate the GAP concept documentation (see finders.de/category/the-real-trillion-
euro-gap/)
(J Obtain independent evaluations of the technologies (e.g., by Fraunhofer Institute, EU agencies)

(J Launch pilot projects in cooperative EU countries
(J Publish scientific papers on the concepts

2. For Politics and Institutions

(J Promote Trusted WEB 4.0 in EU programs (Digital Europe, Horizon Europe)
(J Create a legal framework for digital conscription
(J Build international alliances for digital sovereignty

3. For Research and Science

(J Conduct studies on decentralized defense models
(J Create impact analyses of Trusted WEB 4.0 on security and economy
(J Compare with other approaches (e.g., US Cyber Command, Chinese firewall)

4. For the Public

(J Launch awareness campaigns on digital sovereignty and threats
(J Promote citizen participation through transparent processes and incentives
(J Establish feedback mechanisms for improvement suggestions


https://finders.de/category/the-real-trillion-euro-gap/
https://finders.de/category/the-real-trillion-euro-gap/
https://finders.de/category/the-real-trillion-euro-gap/
https://finders.de/category/the-real-trillion-euro-gap/

#® Conclusion: Trusted WEB 4.0 - A Promising but Challenging Vision
Summary of Assessment

Criterion Rating Reasoning

Most data is well-supported, some project sources require independent

Fact Base * I
verification

Technological . . " - .
9 % Components exist and are innovative, scaling is challenging

Feasibility

Political Feasibility Sk EU-wide coordination is complex but not impossible

Economic Plausibility Sk Financial forecasts are optimistic but not unrealistic

Geopolitical Relevance Digital sovereignty is one of the most important challenges of the 21st century
Overall Rating: % (4/5 Stars)

Trusted WEB 4.0 is an ambitious but realistic and necessary project that: 4 Builds on solid technological
and conceptual foundations 4 Addresses current geopolitical and technological challenges 4 Offers
innovative solutions for digital sovereignty and defense

Challenges: ! Implementation requires political will and citizen participation ! Financial and technical
hurdles must be overcome ! International cooperation and standardization are crucial

Last Updated

August 27, 2026 - This study is regularly updated as new data or developments become available.

"The only solution: Decentralized infrastructures in which every citizen can be involved. Digital autocracies
require a defense that calculates with probabilities. Not more surveillance, but trust in citizens is the key."
— Olaf Berberich, Trusted WEB 4.0 Blog
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